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Health Worker(CHW), which will sort the patients into three different categories—healthy,
alarming and emergency. Upon failing to diagnose a unique problem, it will suggest and
contact a specialist doctor and provide suggestions. The privacy and confidentiality of pa-
tient’s health information will be secured by Identity Based Encryption. In this paper, a
framework has been presented for smart and secure healthcare monitoring system for ru-

Privacy and security ral under privileged people in developing countries.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

One of the most burning issues in today’s world is health problems and unavailability of healthcare centers and doctors
or healthcare professionals. The issue is more severe in developing countries where the population growth is out of control,
and professionals are hard to find. Another problem is that, most of the healthcare professionals prefer to work in cities
or urban areas, which leave the health issues of rural people unattended. Most of the rural people are not highly educated
and not aware of their basic rights, let alone addressing them. The majority of deaths and disabilities as a consequence
of different diseases are found more in rural areas than the urban regions. Most of the problems can be reduced with
proper healthcare management by establishing healthcare centers with trained healthcare workers. In a small developing
country like Bangladesh, where the population is 168,957,745 and the population growth rate is 1.6% [1], ensuring healthcare
facilities for everyone is not easy. Total number of hospitals, clinics, healthcare centers, doctors, healthcare professional is
not sufficient. The scenario is even worse in the rural areas, where with the lack of medical centers, a very few numbers of
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professionals are available. Lots of people suffer from different diseases and health issues or even die because of the scarcity
of proper healthcare facilities [2]. With the growing population and diversity of health problems, a smart secure cloud-based
health monitoring system can be a possible appropriate solution for developing countries like Bangladesh, and it could be
transformed to other developing countries. It will also create service equalization in the process in both urban and rural
area by providing equivalent healthcare services for rural people.

It is already proved that, in remote areas of a developing country, where healthcare facilities are neglected, telemoni-
toring systems are very helpful [3,4]. However, it requires huge data storage and fast and efficient data transmission with
security. For this, a cloud based telemonitoring system can be an alternative solution. A portable healthcare system with the
additional facility of a local community health center through which the rural people can get basic and professional health-
care with a regular monthly health monitoring process can be beneficial for the rural people of developing countries. Several
trained community health workers and remote specialists can provide suggestions and diagnosis and also handle emergency
situations. This system can use cloud computing for data access and storage for all the stakeholders. The primary stakehold-
ers of this system can be the service providers, government health department, hospitals and NGOs. The service providers
can be benefited by providing the system to interested organizations working with health issues in rural areas. Government
health department, NGOs and hospitals can promote and implement this system in the hospitals and community healthcare
centers to improve the basic health monitoring system with an automated, secure and efficient one. It can also be a very
useful and appropriate system for the disables, which need regular health monitoring and diagnosis. With this system, the
disable people can get an easy health check-up, and the continuous periodical health diagnosis can easily detect and alarm
the doctors and family members in case of any abnormal health conditions.

While considering cloud based system, several security and privacy issues need to be considered for the healthcare sys-
tem [5,6]. The privacy and discretion of both the patients and the healthcare professionals should be maintained to ensure
the effectiveness of the system. In this paper, we propose a cloud based framework for smart healthcare system, which
ensures an optimal solution for regular health monitoring of rural areas in developing countries and maintains the security
and privacy of the information in doing so.

The paper is structured as follows. Section 2 consists of related works of smart health monitoring systems; Section 3
describes the CMED system architecture and tools; Section 4 presents some experimental results; Section 5 discusses the
whole system in a summarized form, and Section 6 presents the conclusion with some possible future works.

2. Related works

Different types of smart systems are already in use for specific health issues or overall health monitoring in developed
countries. Only a few telemonitoring or mHealth systems exist in developing countries, and most of them are not available
in rural areas. Lots of research is going on to make healthcare systems available using new technologies. Silva et al. [7]
surveyed some popular, novel and efficient m-health and e-health applications until 2015 and also deduced the current
state of m-healthcare systems in the world. Parekh et al. [8] proposed a cloud based framework for a healthcare system
which uses a mobile application through which the user can insert his or her health information and gets suggestions on
doctors based on his symptoms. The system preserves patient history and diagnosis, and it can be accessed by both the
patient and the doctor. West et al. [9] surveyed some computer, social networks and mobile technologies for health issues,
which are in use in the USA and all over the world. He mentioned some different types of mobile applications e.g. GPS based
service for Alzheimer’s patients, automatic system for medical reports’ storage and prescription generation with and without
cloud and doctors, online social discussion groups for people with common health problems, wearable sensor devices for
heart and asthma patients, possible future innovations, etc. Vashit et al. [10] also summarized some smart phone based
applications for healthcare. They mentioned different types of sensors for physiology with their prices, platforms, companies
and detail descriptions. Gelogo et al. [11] tried to introduce an idea of a combination of wearable sensors and Android mobile
applications for ubiquitous health monitoring system through a wearable belt consisting of several sensors for some vital
physiological data, which transmits them to his phone via Bluetooth. User can see his health information in his phone, and
the app also generates alerts in case of emergencies. PhysioDroid [12] used the same idea with a wearable chest belt with
sensors for ECG, heart and respiration rates, skin temperature, and body motion. It shows the severity of health vital signs
using different colors like green, yellow and red and generates an emergency call according to them. Ghulam et al. [13]
proposed a healthcare system which concentrated on only patient’s voice pathology using vowel formants. Their system
takes the voice of the patient as input through a smart phone and then sends the data to an internal doctor using the
cloud who suggested some health advice after analyzing the voice input, and the system can also contact external doctors
for expert suggestions. They tested their system on the MEEI dataset and succeeded with 98.1% accuracy. A cloud based
health monitoring system of Parkinson’s patients using voice frequency or speech disorder is introduced in [14]. Interlaced
Derivative Pattern (IDP), a new feature extraction technique, was proposed in [15] for a cloud based healthcare system
using Automatic Speech Recognition (ASR) of the patient’s speech. The system served with 99.78% and 97.30% accuracy for
Japanese digit speech in both general healthcare and voice pathology using microphone recorded speech and smart phone
transmitted speech, respectively. Both voice and facial expressions were used for elderly health monitoring in [16], which
used sensors and cameras for voice and face recognition to detect separately alarming health situations and implemented
their system with 95% accuracy.

Please cite this article as: K. Sailunaz et al., CMED: Cloud based medical system framework for rural health monitoring in
developing countries, Computers and Electrical Engineering (2016), http://dx.doi.org/10.1016/j.compeleceng.2016.02.005



http://dx.doi.org/10.1016/j.compeleceng.2016.02.005

JID: CAEE [m3Gsc;March 3, 2016;16:39]

K. Sailunaz et al./Computers and Electrical Engineering 000 (2016) 1-13 3

In [3], current systems and future possibilities of mHealth systems in developing countries are addressed. They cat-
egorized the mHealth technologies into mobile phones, smart phones, mobile tele-health devices, MP3/MP4 players, and
mobile computing. They mentioned some issues of decreasing the efficiency of mHealth in developing countries, like unre-
liable or expensive phones and internet connections, cultural differences, security and privacy of the system, lack of proper
educations and guidelines, etc. Chib et al. [17] also found similar issues like security, sociological contexts, communication
between policymakers and technological fields after reviewing 63 articles with 53 studies and categorizing mHealth services
in developing countries using a heuristic of inputs-mechanism-outputs with 32 inputs, 6 mechanisms and 15 output. The
potentials of mobile phones in healthcare systems in the developing countries are stated elaborately in [4] with various
possible uses of mobile phones to detect and diagnose different health related issues or regular health monitoring. A cloud
based cyber-physical system is used in [18] integrating different types of sensors with localization technologies for health
monitoring. The authors proposed a framework, which used smartphones to collect voice and electroencephalogram data,
and combined them with spatial information for health monitoring. Vaidya et al. [19] described a cloud based portable
telemedicine solution, which uses a diagnostic device for ECG, heart rate and blood pressure, and transfers the data into the
cloud via a mobile or tablet using a wired connection. The doctors communicate with the patient, and suggest diagnosis
via the same cloud. Ahmed et al. [2] implemented a portable health clinic with cloud storage, and tested it on 8690 peo-
ple in the rural areas of Bangladesh from September 2012 to January 2013. After identifying the patients with poor health
and 2 months of health monitoring, the number of morbidity patients improved with 48% orange (effected) patients moved
to the yellow (caution) class and 6% to the green (healthy) class leaving 46% in the orange and red (emergency) class. A
healthcare worker with the portable health clinic (a suitcase containing sensors to measure weight, blood pressure, pulse
rate, body temperature, blood glucose and FeliCa reader, mobile printer, scanner and web camera) visited door to door and
collected the physiological data from patients. After the classification, the effected and emergency patients received tele-
consultancy from remote doctors, and patients of yellow categories received guidelines. A self-health monitoring system for
patients recently released from the hospital is used in [20] to monitor patients at home. It can sense and analyze patients’
blood oxygen, temperature and heart rate using sensors connected to the system via bluetooth and is able to alert family
members in case of emergencies by a buzzer. Another cloud based self-health monitoring system was introduced in [21] for
continuous health monitoring and health record preservation. Xu et al. [22] defined Total Health and described its impact,
importance and applications. They focused on heart failure prediction, mental health assessment, pressure ulcer reduction,
fall detection, obesity control and rehabilitation. Controlling multimedia content was described in [23] focusing features of
handling multimedia contents. Multimedia content in e-Health systems were discussed again in [24] to make interoperabil-
ity of different data source in e-Health systems structured and easier specially for medical data like X-ray, ECG, MRI and
Ultrasound images.

Although, cloud assisted health monitoring system offers an outstanding prospective to improve quality of healthcare
services by reducing cost and receiving treatment from highly skilled doctors to remote areas in addition to regular health
notifications and alerts according to patients health information, there is a latent danger concerning about client’s privacy
and cloud data security issue. Although some privacy laws exist theoretically to preserve some basic protection for personal
health record, in addition to current laws which only focus on adversarial intrusions, but in reality, different businesses like
insurance companies, research institutions and even government agencies use private health information for commercial in-
terests. To maintain the security and privacy of the data in cloud computing, an encrypted network with encrypted channels
was proposed in [25] which measured body temperature, heart rate and eye blink with the drawback of inability to consider
multiple abnormalities using a smart phone application. An alert SMS is sent to the associated doctor in case of abnormal-
ity and an SMS with patient’s location for emergencies. Lin et al. [26] presented a structure with multiple encryption and
decryptions with tokens, keys and rekeys to protect the data stored in the cloud from insider attacks in a mobile health
monitoring system. A semi trusted authority for token generation to maintain the security of a cloud based mobile health
monitoring system was used in [5]. It used an anonymous based upon encryption (IBE) of Boneh-Franklin identity and a
branching system to encrypt and decrypt the information.

From the existing works, we can observe that, in comparison to the developed country, the research and existing tele-
monitoring and mHealth systems with or without cloud computing in developing countries are very rare. The existing sys-
tems for rural health monitoring in developing countries also have several drawbacks like costly systems, systems unable
to handle multiple abnormalities in patients, systems which only works with one or two health information leaving an
incomplete health monitoring, technical issues restricting the complete implementation of an efficient health monitoring
system, security and privacy issues of using cloud computing for handling patient health information and many more. To
solve these issues, we are proposing a framework for cloud based health monitoring system for rural people of developing
countries which is resourceful, cheap, and available in every remote area, user friendly and secure.

3. CMED

In this paper, we propose a framework for a cloud based smart health monitoring system for the rural people of devel-
oping countries. So, the system must be low-cost, portable, and the devices should be wirelessly connected to the central
system, which is connected to a cloud. The cloud is used to store all information about the patients and diagnosis. Some
Community Health Workers run the system, and consult to some specialists in case of emergencies or expert opinions. The
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Fig. 1. Flowchart of CMED.

complete system uses wirelessly interconnected electrical devices like computers, tablets, smart phones, sensors for mea-
surements of different types of physiological values, which are also connected to a cloud for data storage.

3.1. System description

The flow chart of the entire system is shown in Fig. 1. Our system can work as both a regular healthcare center and
a portable basic healthcare monitoring system. A local healthcare center is placed, which is open every day for 8 h with
available healthcare workers, so a patient can come for a health checkup. The healthcare center also has all kinds of facilities
for any emergency situation. Also, some community health workers visit from door to door with the portable CMED kit for
basic health monitoring. In both case, at first, the Community Health Worker (CHW) provides the patient with an ID card
with a unique health ID, and takes his medical histories and some emergency or next to keen contact information (only
for the first time) and current health problems and inserts them into the cloud database under a new file named with the
unique ID.

Then the CHW takes some basic physiological measurements like patient’s age, height, weight, body temperature, blood
pressure, blood sugar, pulse, respiration and ECG and these are automatically stored into the patient’s file in the central
database directly from the sensors using Bluetooth/Wi-Fi. The sensor devices used to measure these values are wirelessly
connected to the CMED system. When the sensor devices transmit their outputs to the CMED system, it analyzes all the out-
puts from each sensor and classifies them into three categories according to some ranges and generates an alert appropriate
for the category.

The patient’s vital information are then classified into one of three categories—‘Healthy’, ‘Alarming’ and ‘Emergency’.
If the patient is ‘Healthy’ then the system generates a general message and the next possible date for regular health
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Fig. 2. Architecture of CMED.

monitoring. For patients of ‘Alarming’ category, the system generates an alert message and shows the abnormalities of the
vital information and suggests for an expert opinion. If the abnormalities are some common basic problems, then the system
automatically generates some suggestions. If some unique problems occur, the system suggests some specialists for further
consultation. The system contacts the specialist and the specialist gives some suggestions after checking the patient’s file
from the central database or communicating to the patient through video calls if needed. In case of ‘Emergency’ patients, an
emergency alert is generated by the system which suggests taking the patient to the healthcare center immediately and it
contacts to some specialists for urgent diagnosis and advices. The system also sends alert messages to some emergency or
next to keen contact numbers stored in the patient file. All of these data are stored in the central cloud database for future
monitoring.

This system is a regular health monitoring system. So, after attending a patient and resolving his health problems, the
healthcare professional gives the patient a possible date according to his health condition for his next checkup. The system
generates an alert message and sends it to the patient’s phone to remind him about the next health monitoring session.
It can be arranged by either the patient visiting to the healthcare center or the CHW visiting the patient considering the
patient’s choice and health condition. The patient should possess his health ID card at every check up, so that the CHW or
the specialists can check his medical history from the central cloud just by inserting the ID into the system for accurate
health monitoring.

3.2. Framework architecture

The block diagram shows a summarized system description. A little elaborated architecture of the CMED framework is
described in Fig. 2. It mentions the stakeholders with their connections to the system and to the cloud.
Stakeholders/Users of CMED: Our system has three types of users.

(i) Patients: People of rural areas of developing countries who do not have proper or low cost healthcare services. They
can get registered with a unique ID and can get the regular healthcare monitoring service at their own home or at a
local healthcare center.

(ii) Community health workers: Professional healthcare workers who can be from that area or from other part of the
country and are eager to work for the health benefits of the rural people with proper medical skills and degrees.
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They do the primary check up and insert the medical histories and vital information into the cloud database and
access the database for regular health monitoring.

(iii) Specialists: Healthcare professionals or doctors who are always connected to the system but are away from the
area. They can communicate, diagnose patients, and give advices and prescriptions whenever specialist opinions are
needed. They have the authority to check the patient files from the central cloud database for diagnosis.

CMED System: The system consists of a portable health kit, a wireless network connection and a tablet or smartphone.

(i) Portable health kit: The portable health kit contains some devices with sensors to measure some basic physical vital
information of the patients, like height, weight, temperature, blood pressure, blood sugar, pulse rate, heart condition,
respiration etc.

(ii) Wireless network connection: Each and every device of the kit is connected to the central system by a wireless net-

work connection. Without this connection, the system cannot receive any value from any sensor and hence cannot

generate any alerts or suggestions or prescriptions for the patient. The whole system is pointless without the network
connection.

Tablet/smartphone: The algorithm in the system which is used to generate decisions about the patient’s health condi-

tion works after receiving the output values from each sensor. All sensor devices transmit their outputs to the system

which is received by a tablet or smart phone and then passed to the central system. They are also used for entering
and accessing the data into the system and communicating with the specialists.

Cloud:

(iii

=

(i) Cloud manager: It controls all the actions occur in the cloud. It is responsible for managing and controlling all opera-
tions between the CMED and cloud. Some main features of the cloud manager are:

a. Stakeholders registration, authentication and profile management: Whenever a user wants to access anything in the
cloud via internet using a tablet or smart phone, the cloud manager does the registration of that device for the
first time and after that, it authenticates the user each time he tries to access the cloud. It also manages the user
profile and updates it after every time the user accesses the cloud.

b. Context management: Another service of the cloud manager is extracting the context information from the user’s
device and storing them. The cloud manager controls the management of the context information.

c. Communication management: The complete process of the communication between the cloud and user device is
controlled by the cloud manager. It controls each and every contacts and transmissions between the cloud and the
user device.

(ii) Monitoring and metering: The access and use of the resources of the virtual machines in the cloud are measured and
monitored by this part. It keeps tracks, calculates and updates the usage of the resources of the Virtual Machines
(VMs).

(iii) Resource allocation: When a user device accesses the cloud and stores new information or works with the information
already existing in the cloud, it uses some resources of the VMs. The resource allocation part assigns resources to user
device according to the user’s necessity and then controls and manages the allocation and allocated resources.

(iv) Virtual machines (VM): The VMs control the algorithms for patient classifications according to their health information
and automatic report/suggestion generation for basic health problems.

(v) Media content server: This server controls the database and context server and manages the contents received from or
transmitted to the user device. It also manages the storage of all the user data and communication data.

(vi) DB and context server: The database and context server is controlled by the media content server. It is the main storage
of the user data and contexts.

(vii) Transcoding server: This server mainly transcodes the values from different sensors into some normalized format and
sends them to the streaming server.

(viii) Streaming server: The data streaming for different types of data is controlled by the streaming server. It receives the
transcoded data from the transcoding server and manages the data streaming.

3.3. CMED portable kit

Components of a CMED portable kit are:

(i) Digital weight scale: This is a device that can provide accurate information on the patient’s weight.
(ii) Height scale: This is a digital scale that will be used to measure the patient’s height.
(iii) Blood pressure sensor: This unit can measure the blood pressure level (both Systolic and Diastolic) of the patient’s.
(iv) Blood sugar sensor: This sensor will measure the level of glucose in patient’s blood for monitoring purpose.
(v) ECG sensor: ECG sensor is a device that monitors electrical activities of the heart by using clips or electrodes placed
on the skin. In this case a portable device will be used so that it can be moved around by the healthcare personnel.
(vi) Pulse sensor (Oximeter): It is a medical device that observes the oxygen saturation level of patient’s blood and the
level of volume change of blood.
(vii) Body temperature sensor (Digital Thermometer): This is a simple digital device used to measure the body temperature
of the patient.
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(viii) Respiration sensor: This device measures the number of breaths taken by the patient in a predefined time period
(generally, in 1 min) to evaluate if the patient has any breathing problem or if his lungs are functioning normally or
not.

(ix) Tablet and smartphone: A tablet computer is basically a mobile computer which generally consists of a touchscreen
display, battery and circuitry in each unit. Tablets have the capacity to perform basic computing and communicating.
The size of the tablets varies from 7” to 10” generally and this makes them a truly portable device that can be the
perfect tool for accessing communication and data upload. Smartphones are generally the same as tablets with the
exception of screen size. Screen size ranges from 4 inch to 6 inch in this category. However, smartphones often have
low level of battery backup compared the tablets.

Fig. 3 shows an overview of the CMED portable kit. All of the sensor devices in the kit are connected to the tablet
or smart phone with Bluetooth and Wi-Fi which is then connected to the cloud. Whenever a patient is monitored with
his unique ID and his health information is measured by the sensors, the values are stored in the patient’s file in central
database hence reducing the efforts for manual data entry.

Table 1 represents the categorization of patients according to the severity of health issues of the patients [2]. All patients
can be classified into one of these three categories—‘Healthy’, ‘Alarming’ and ‘Emergency’. The classifications depend on the
values from different sensors.

3.4. Privacy and security

Traditional privacy protection methods have a significant lack on privacy and security integrity, which employs only
by eliminating personal identity information [27] or using anonymous ID which does not ensure all kinds of privacy and
security safety successfully due to high multiplicity of personal data. Another major problem is to ensure confidentiality
and privacy of data in addressing computational data involved in cryptography mechanism. With the high performing cloud
facility, there is an opportunity to shift intensive computation to cloud from limited resource controlled end user devices.
We mainly target to protect the system from insider attacks that could be launched by malicious or non-malicious insiders,
while outsider attacks can be handled by using data encryption technique. The insiders are disgruntled employees or heath
workers, who work for criminal purpose.

Based on the security, system model and architecture, cloud is classified as three types: private cloud, public cloud and
hybrid cloud [28]. Private cloud model only comprises stakeholders associated with certain organization and proves com-
puting power as a service with a virtualized environment using an underlying physical computing resource. As private cloud
model gives access only to the specific users within organization and the authenticated persons connecting with organi-
zation, nobody from the outside of the stakeholders gets any access of the server, which is placed inside the premises of
organization or off the premises. On the other hand, public cloud can be accessible to any general people, so there is a
greater chance of information exposure to unwanted parties. However the cost level is greater for public cloud than the
public server which is managed centrally. Hybrid cloud is the mixture of two or more cloud that has unique entities.
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Table 1
Classifications of severity of health conditions.

Table 1. Classifications of Severity of Health Conditions

Women: 141190 & 274 -323
>3750r383 °C
>8950r1009 °F
Systolic:140-159
Diastolic: 90-99

Before meal: 4 -7
2hours after meal: <8.5
<60 &=>100
<120r >16
PR interval: <120 or 200 msec
QRS interval: >100 msec

QRS axis: -90 to -30 degrees or
+90to +180 degrees

In our proposed framework, we only need to communicate with the organization and the stakeholders of the organization
to operate the whole system. Therefore, private cloud is our optimal choice for security, privacy, system performance as well
as system'’s reliability.

Identity-Based Encryption (IBE) shown in Fig. 4, is an important primitive to take a breakthrough approach to the prob-
lem of encryption key management. The IBE can use any arbitrary string as a public key such as unique user ID, national ID,
mobile number or email address, enabling data to be protected without the need for certificates. Protection is provided by a
private key generator (PKG) that corresponds to public identities. The roles for this system can be described as community
health worker (CHW), patients and doctors. Doctors can access and store patient’s clinical data by using decryption and
encryption techniques respectively. CHW is in control of the total system which generates and preserves the master secret
key and generates the private key of all patients as a PKG. For our design goal in this section, first we describe the basic IBE
scheme, then we discuss Bilinear map and Bilinear Diffie-Hellman assumption and finally, we enumerate our identity based
encryption scheme.

The basic identity-based encryption scheme is specified by four randomized algorithms which are Setup, Extract, Encrypt
and Decrypt. They are as follows:

(i) Setup: By taking a security parameter k, it returns initial parameter PP for system software and creates a master secret
key msy. The system parameter PP contains the definition of finite message space MTS and a finite ciphertext space
CTS. Here system parameter is public while master secret key ms; is only known to private key generator (PKG).

(ii) Extract: PKG generates a secret key sk;p for a patient using the patient’s unique identity IDp, system parameter P and
master secret key msy.

(iii) Encryption: By taking input parameter PP, IDp and message M, it returns ciphertext CT.
(iv) Decryption: By taking input PP, ciphertext CT and secret key skjp, it returns decrypted plain text M.

The algorithm must satisfy the following standard consistency constraint. For message space M € MTS:
Decrypt (PP, C, skip) = M, (1
where
CT = Encrypt (PP, IDp, M). (2)

Bilinear map is essential to our design which would further serve a building block to our CMED. Based on pairing, Bohen
and Franklin [29] proposed an identity based encryption which further initiated a new research direction.

Let G; and G, be groups of order of large prime number q. There is a bilinear map e: G; xG, — G, between two groups
which must satisfy a bilinear property e (aU, bV)=(U, V)® for all U, V € G; and all a, b € Z . The pairing is an efficiently
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Key Generation

Fig. 4. IBE based encryption scheme.

computable and nondegenerated function. It is stated that the proposed IBE is secure under the bilinear Diffie-Hellman
assumption (BDH) [29]. T is a BDH parameter generator in the IBE setting A(q, G;, G, e, U, aU, bU, cU) = e(U, U)®¢, When T
satisfies the BDH assumption, it says that BDH is hard in groups generated by T.

We present our IBE scheme with four phases- Sys_setup, Key_extract, Encrypt and Decrypt. Let k be security parameter,
CTS be ciphertext space and T be some BDH parameter generator.

Sys_setup: (k)— PP

1. Run T on k and generate prime number g. Also generate two groups G; and G, of order ¢, a bilinear map e: G; xG; —
G, and choose a random generator P € Gy,
. Randomly choose ms; € Z*q and set P, = msy x P.
3. Choose two cryptographic hash functions Hy: {0, 1}* — G*; and H,: G*, — {0, 1}" for some n which will be viewed by
security analysis as random oracles. Here, MTS={0,1}" and CTS=G; x {0, 1}", PP=<q, Gy, Gy, e, n, P, Py, Hy, Hy> and
msy, € Z*%q.

\S]

Key_extract: (IDp, msy) —skjp

—_

. Compute Q;p=H;(IDp) € G*;, and
2. Compute private key skjp = ms; *Qip,where msy, is the master key.

Encrypt: (M, IDp)— CT where, M € MTS and CT € CTS

. Compute Q;p =H{(IDp) € G*;
2. Randomly choose r € Z*4 and
3. Set CT= <rP, M (XOR) H,(g"1p) >, where gjp =e(Qip, Ppup) € G*2

—_

Decrypt: (CT, skip)—M

1. Let CT= <X, Y> € CTS where (T is a ciphertext encrypted under public key IDp. To decrypt CT using private key sk;p €
G*; compute as Y (XOR) Hy(e(skjp, X)) =M.
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Fig. 5. ECG signal, (a) intervals and (b) axis. [30].

The main challenging point of this approach is that the private key generator must be highly trusted, as it is capable of
generating any patient’s private key and may therefore decrypt cipher text to use profile information without authorization.
Due to the fact that, any patient’s private key can be generated through the use of the third party’s secret, this system has
inherent key escrow.

4. Experimental results

Synthetically generated dataset of fifty (50) patients is used to show the functionality of our proposed CMED framework.
We used MATLAB to classify the dataset. The conditions and thresholds are used as per the values of Table 1 to design the
algorithm for detecting emergency and alarming situation. The parameters we used for classification are Body Mass Index
(BMI), Body Temperature, Blood Pressure, Blood Sugar, Pulse Rate, Respiration and Electrocardiogram (ECG). The parameter
properties are described very briefly below.

Body mass index (BMI): It represents the body mass of an individual which is derived from dividing the body mass by
the square of a person’s height.

_ Weight (Ib)
" Height? (in)

Body temperature: The value represents the temperature of a human body in Fahrenheit.

Blood pressure: This value measures the pressure of the systemic blood circulation on the walls of blood vessels and is
measured in millimeters of mercury (mmHg). Blood pressure is measured with two values- systolic (the maximum value)
and diastolic (the minimum value).

Blood sugar: The blood sugar value presents the amount of glucose or sugar in an individual’'s blood. The measuring
unit is millimoles per liter (mmol/L). Normally it is measured once before having meal and once 2 h after having meal to
correctly assess blood sugar value.

Pulse rate: Pulse rate is the measurement of the number of heartbeats in a specific time period. Normally it is measured
in beat per minute (bpm).

Respiration rate: It represents the number of breaths a human takes in a specific time period. It is measured in beat per
minute (bpm) also.

Electrocardiogram (ECG): ECG signals comprise of several values that indicate condition of the heart. Here, we are work-
ing with three values—PR interval, QRS interval and QRS axis. Fig. 5 shows the measurements.

The PR interval is the distance between the beginning of P wave and the beginning of next QRS wave. QRS interval
means the interval between the beginning of Q wave and the end of S wave and QRS axis is the average value of all the
depolarization signals from heart.

Fig. 6 represents the variation of all the parameters of different health conditions of fifty patients.

In Fig. 6, the simulation results are shown for each parameter. Our proposed algorithm generates output as “Alarming”
or “Emergency” if any of the eleven parameters indicates an abnormal value. All the parameters have a minimum threshold
value MinHealthy and a maximum threshold value MaxHealthy. The values in between MinHealthy and MaxHealthy indicate
healthy condition and the values above and below the thresholds indicate alarming and emergency situations according to
their deviation from the normal or healthy value ranges. Some graphs have more thresholds like MinAlarming and Max-
Alarming. The graphs with multiple values like blood pressure, blood sugar and ECG have different individual threshold
ranges for each type of value. When multiple values are considered to measure a single parameter, our system will generate
“Alarming” or “Emergency” state if any one of the multiple values indicates “Alarming” or “Emergency” health condition.

BMI x 703 (3)
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Fig. 6. Outputs of different parameter values with their minimum and maximum threshold values. X-axis represents total number of patients, which is fifty
and Y-axis represents values of different parameters. (a) Body mass index, (b) Body temperature, (c) Blood pressure (Systolic), (d) Blood pressure (Diastolic),
(e) Blood sugar (before meal), (f) Blood sugar (after meal) (g) Pulse rate, (h) Respiration rate, (i) Electrocardiogram (PR interval), (j) Electrocardiogram (QRS

interval) and (k)Electrocardiogram (QRS axis).
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In this figure, we presented the simulation results of the parameters. We used individual graphs for each value accord-
ing to different parameters; like, blood pressure values have two graphs for both the systolic blood pressure and diastolic
blood pressure and so on. The extreme points of the graphs above and below the threshold lines indicate emergency health
condition of a single patient.

5. Discussions

People of developing countries suffer from different problems like poverty, unemployment, health problems etc. Among
them, the most important issue is the health problems of the people living in the rural regions of the country. In addition
with all other problems, they suffer from different diseases only because of the absence of regular health monitoring.
The main causes are lack of healthcare centers and skilled healthcare professionals. Scarcity of healthcare centers occurs
because governments in most of the developing countries are not very interested in the rural developments, and almost
all the people there live below the poverty line, so private organizations are not eager to establish any healthcare center
because it would not be financially beneficial for them. The reasons behind the absence of trained healthcare professionals,
doctors and specialists are also related to lack of financial advantages, unavailable necessities and luxuries in rural areas
and lack of opportunities for their professional achievements. Whatever the reason is, the health related problems of rural
people in developing countries are not properly addressed or monitored.

With our proposed CMED framework, the people of rural areas in developing countries can receive the advantages of
a proper healthcare system like urban people. They will have a health center as well as some well-trained local health
professionals, who will provide health services in the healthcare center for 8 h a day and also will monitor the people by
visiting their home with the portable kit consisting of basic health sensors. The Community Health Workers will take the
vital information of a patient with the health sensors which are connected to the cloud via a tablet or smart phone and
the patient will be given a unique ID generated by the system which will be used to maintain the patient file in the cloud.
The patient file will be updated automatically during every health monitoring session from the data of different sensors.
The CMED system will generate diagnosis, suggestions and prescriptions for common or basic health problems. In case of
alarming or emergency situations, the system will automatically contact some specialists in remote areas associated with
the CMED system for expert opinions or one-to-one communication with the patients. Each and every information about
the patient, diagnosis, prescription, monitoring will be stored under the unique ID of the patient in the cloud database.
For healthy people, the health monitoring system will monitor the patient regularly after 1 month time period, but for
alarming or emergency cases, the time period for health monitoring will be advised by the specialists according to the
health condition of the patient. The system will be able to generate and send some alert messages to patients or their
relatives for patients with alarming and emergency health conditions. It will alert patients about the date and time of their
next health monitoring by SMSs beforehand.

The framework proposed here possesses the possibility of becoming an optimal solution to the healthcare problems in
the rural underdeveloped areas. By using cloud technology, it has decreased the need for devices with high computation
capability. The proposed framework has been unique with its approach to solving the major issue of maintaining privacy of
the clients. In the previous works, the main challenge in telemedicine through cloud system was maintaining confidentiality
of patients’ data from internal sources. In this paper the chosen cloud system is private cloud because of its security and
reliability. With its help it has become possible to introduce the usage of private key generated by CHW which will allow
the system to be more secure than the aforementioned works as this has opportunity to store data in a more secured
manner. However, like any other security flaw, it has got its problems too. In this private key process, the initial key needs
to be generated through a CHW and that means dependency on that generator’s trustworthiness. Though some methods
have been suggested, such problems are still there and therefore needs further investigation to be solved.

6. Conclusion and future works

Healthcare has always been a challenging issue in the developing countries, especially in the rural areas. The framework
proposed here has the potential to fulfill the major requirements and can deliver a competent healthcare system for people
in rural areas in developing countries based on cloud service. In addition to this, it also opens up new research opportunities
in the process of merger of telemedicine with clouds to make the process more user-friendly and accessible. We have already
done the lab test with simulated data, but, the framework itself also needs further research to assess the practicality of the
project in two different phases—lab test and field level evaluation. In the lab test, the connection between the health kit and
the cloud can be tested and improved, along that, the security of the whole system could also be perfected. In the field test
phase, a pilot project can be launched to find out the drawbacks that might arise in real life implementation of the project.
Overall, with proper development, this framework can easily fulfill the gap of traditional healthcare centers within a very
affordable price.
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